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Terms of Use and Privacy Policy for the Digital Investor Relations 
Officer ("DIRO") of the BKW Group 

The BKW Group (“BKW”) provides the Digital Investor Relations Officer (“DIRO”) on its website. The 

service allows users to ask questions about BKW's investor relations topics and receive automati-

cally generated answers. 

DIRO is developed, operated, and technically provided by Interaction Partners AG (“Interaction Part-

ners”). The content answered is based in particular on publicly available information from BKW and, 

if applicable, other affiliated companies. 

These terms of use and data protection notices apply exclusively to the use of the DIRO service on 

the BKW website and supplement other data protection notices of BKW. In the event of contradic-

tions, the following provisions for the use of DIRO take precedence. 

DIRO is aimed at visitors to the BKW website and (potential) investors in BKW. 

 Terms of Use 

DIRO is embedded on the official website of BKW. DIRO enables you to ask questions about investor 

relations topics of the BKW Group. The answers are generated automatically based on publicly 

available information and, if applicable, additional sources provided by BKW. The information pro-

vided with DIRO is intended solely for general informational purposes. 

1.1 User group, voluntariness and gratuitousness 

The use of DIRO is voluntary and free of charge. You are neither contractually nor legally obligated 

to use DIRO or to provide the data described above. If you choose not to use DIRO or do not wish 

to enter any data, this will generally not result in any disadvantages for you. You can also obtain 

information on investor relations topics directly through the BKW websites or publications. 

By using DIRO – particularly by submitting a request – you confirm that you have acknowledged 

the terms of use and privacy notices. 

DIRO is intended for individuals who are legally competent and typically have an interest in financial 

and capital market topics related to BKW. The service is not specifically designed for minors. 

1.2 No investment advice, no offer 

The answers provided via DIRO do not constitute investment, tax, or legal advice, nor do they 

represent an offer or solicitation to buy or sell securities or other financial instruments of BKW or 

affiliated companies. 

Decisions regarding investments or other financial dispositions should not be made solely based 

on the information provided via DIRO. Please refer to the official publications of BKW (e.g., annual 

reports, ad-hoc announcements, prospectuses) as well as external and independent advice for this 

purpose. 
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1.3 Automated responses and no guarantee 

DIRO is a system based on generative artificial intelligence. The responses are generated automat-

ically and may, in particular, be incomplete, outdated, factually incorrect, or partially fabricated. 

BKW assumes no responsibility for the accuracy, completeness, comprehensibility, or timeliness of 

the information provided via DIRO. Only the respective relevant original sources (e.g., audited fi-

nancial reports, officially published announcements, official documents on BKW's websites) are 

binding. You are obligated to independently verify all information essential to you using the original 

sources. 

1.4 Responsibility of the users 

You are responsible for the content of the questions you enter into DIRO. In particular, you under-

take: 

• not to enter any illegal, defamatory, discriminatory, copyright-infringing, or personality 

rights-violating content, 

• not to disclose any confidential or protected information of third parties, 

• not to bypass security mechanisms or manipulate the service, 

• not to introduce malware and not to carry out any technical attacks (e.g., denial-of-service 

attacks, systematic scraping). 

DIRO is generally not intended for the processing of personal data about you or third parties. Please 

refrain from entering personal data (e.g., names, contact details, account information, specific 

transactions) in the free text. Should this nonetheless occur, this information will be processed as 

part of your inquiry (see data protection notice). 

1.5 Intellectual Property 

The content displayed via DIRO is essentially based on information from the BKW websites and is 

subject to copyright and trademark protection by BKW or third parties. Any use beyond the legally 

permissible private use (e.g., reproduction, distribution, publication, or editing) requires prior writ-

ten consent from BKW or the respective rights holders. 

The answers generated through the use of generative AI models do not establish any independent 

rights for the users regarding the underlying training material or the intellectual property rights of 

BKW or third parties. 

1.6 Limitation of Liability 

To the extent permitted by law, BKW excludes any liability for damages (direct or indirect, imme-

diate or mediate) arising for you from or in connection with: 

• the use or unavailability of DIRO, 

• the use of or reliance on automatically generated responses, 

• errors, omissions, or inaccuracies in the provided content, 

• technical malfunctions, interruptions, or security incidents, 

arise. Mandatory statutory liability provisions (e.g., in cases of intent or gross negligence) remain 

reserved. 
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1.7 Changes, Interruption and Discontinuation of the Service 

BKW reserves the right to adjust, restrict, temporarily interrupt, or permanently discontinue DIRO 

at any time without prior notice. The same applies to the adjustment of these terms of use. The 

version published on the BKW website is always applicable. 

1.8 Applicable Law and Jurisdiction 

Unless mandatory statutory provisions provide otherwise, these terms of use are subject to Swiss 

law. The courts at the registered office of BKW have jurisdiction, unless a mandatory place of 

jurisdiction exists. The application of mandatory consumer protection provisions of a state in which 

you have your habitual residence remains unaffected. 

 Privacy Policy for the DIRO Service 

Data protection is a matter of trust. In this privacy notice, you will learn, among other things, which 

data is collected, processed, used, and stored for which purposes, who has access to the data, how 

long the data is stored, what rights you have, and how we can be contacted with questions about 

data protection. This privacy notice applies to all personal data that you provide to us in the context 

of using DIRO. 

2.1 Responsible Authority 

The BKW decides as the "Controller" within the meaning of the EU General Data Protection Regu-

lation (GDPR), the Federal Act on Data Protection (FADP), or other applicable data protection laws, 

for what purposes and how your personal data is used in accordance with this privacy notice. This 

privacy notice is not part of a contract, even if reference is made to a contract with you in this 

notice. You can reach our Data Protection Officer as follows: Data Protection Office, Viktoriaplatz 

2, CH-3013 Bern, Email: datenschutz@bkw.ch    

2.2 Categories of processed data 

We process personal data that we receive in the context of using DIRO. When using DIRO, the 

following categories of data in particular may be processed: 

• Content data (text inquiries): Text of the questions you entered for DIRO. These may, in 

exceptional cases, contain personal data if you voluntarily provide such information in the 

free text. 

• Usage and log data: Date and time of your inquiry, technical log information (such as log 

data) and your IP address, as well as any other technically required information (such as 

User-Agent or Request-ID). 

• Aggregated and statistical data: Evaluation data on the use of DIRO, such as the number of 

inquiries, topic statistics, geographical evaluations based on the IP address, as far as tech-

nically possible and permissible. 

2.3 Purposes of data processing 

We process personal data in accordance with the provisions of the EU General Data Protection 

Regulation (GDPR) and the Federal Data Protection Act (BDSG), particularly based on the following 

purposes: 

• Provision and functionality of DIRO: This includes the presentation of the user interface, 

the receipt and processing of your request, as well as the presentation of the automatically 

mailto:datenschutz@bkw.ch
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generated response. 

• Answering your inquiries and investor relations communication: This includes the substan-

tive processing of your investor relations questions as well as an analysis of the thematic 

interests of investors and shareholders. 

• Forwarding to external AI language models: To generate the response, the text content of 

your question (without IP address and without technical identifiers) is transmitted to exter-

nal AI language models (e.g., ChatGPT by OpenAI). The forwarding is generally done without 

additional identifiers. The AI providers cannot directly associate your request with a specific 

person. According to the current state, the transmitted content is not used for training pur-

poses for general models but solely for generating the respective response and, if necessary, 

for compliance with legal requirements by the provider. 

• Operation, security, and further development: The operator (Interaction Partners) of DIRO 

stores the anonymized questions as well as the complete usage data, including IP addresses, 

and uses them particularly for general evaluations of DIRO usage, specific analyses for BKW 

(e.g., thematic interests, types of questions), improvement and further development of the 

DIRO service and the underlying models, security-related measures, especially detection and 

prevention of attacks or misuse, as well as blocking individual IP addresses and conducting 

geographical analyses, as far as legally permissible. 

2.4 Legal foundations 

Insofar as you have given us consent to process personal data, the respective consent is the legal 

basis for the consent mentioned there (Art. 6 para. 1 lit. A GDPR; Art. 31 para. 1 FADP in conjunction 

with Art. 6 FADP). 

• Art. 6 para. 1 lit. f GDPR (legitimate interest) for the processing of usage and log data (in-

cluding IP addresses) to ensure the technical security and stability of the systems, detect 

and prevent misuse and attacks, conduct statistical evaluations and geographical analyses, 

and block certain IP addresses in cases of misuse. Within the scope of the FADP, we base 

this processing on an overriding private interest pursuant to Art. 31 para. 1 FADP, in compli-

ance with the principles of Art. 6 FADP. 

• Art. 6 para. 1 lit. f GDPR (legitimate interest) for the processing of your text inquiries to 

provide the DIRO (efficient, user-friendly investor relations communication). Within the 

scope of the FADP, we base this processing on an overriding private interest pursuant to Art. 

31 para. 1 FADP, in compliance with the principles of Art. 6 FADP. 

• Art. 6 para. 1 lit. b GDPR (contract / pre-contractual measures) insofar as your inquiry is 

directly related to an existing or initiated contractual or shareholder relationship with BKW 

(e.g., specific questions about your shareholder status) and you voluntarily provide corre-

sponding data in the DIRO. Within the scope of the FADP, we base this processing on an 

overriding private interest of the controller pursuant to Art. 31 para. 1 and para. 2 lit. a FADP 

in conjunction with Art. 6 FADP. 

Overall, we always base the processing of your personal data on the legal foundations of the ap-

plicable data protection law; in particular, the legal foundations of the GDPR or the Swiss Data 

Protection Act (DSG) are applied. 

2.5 Recipients of the data and data transmission 

Your personal data will be transmitted – to the extent described above – in particular to the fol-

lowing recipients: 
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• Interaction Partners AG, Switzerland as the operator of DIRO and recipient of usage and log 

data (including IP addresses). 

• External AI providers (e.g., OpenAI) for processing the text content of your questions and 

generating the answers (without transmission of the IP address). 

• IT service providers (hosting and infrastructure providers) who act on behalf of Interaction 

Partners or BKW and may have technical access to the data. 

A further disclosure to third parties only takes place if: 

• this is required to fulfill legal obligations, 

• an official or judicial order is present, or 

• you have expressly consented. 

2.6 Transfer to third countries 

The servers of Interaction Partners, on which DIRO and the usage data are hosted, are located in 

Switzerland. For processing by external AI language models (e.g., OpenAI), it cannot be ruled out 

that data may be processed in countries outside Switzerland or the EEA (particularly the USA). 

In such cases, BKW and/or Interaction Partners ensure that an adequate level of data protection is 

maintained, for example, through adequacy decisions by the EU Commission or Switzerland, or the 

conclusion of standard contractual clauses or other appropriate safeguards pursuant to Art. 46 

para. 2 lit. c GDPR. 

2.7 Storage duration 

IP addresses and technical log data are stored by Interaction Partners only for as long as necessary 

to achieve the purposes stated in this privacy notice. Generally, your data is stored for a maximum 

of 180 days, after which it is deleted or fully anonymized. 

Text inquiries are typically stored by Interaction Partners for a period required for statistical anal-

ysis, improvement, and further development of the service. Subsequently, they are deleted or 

transformed into a form where personal reference is no longer possible. 

Furthermore, data may be stored for a longer period to the extent and as long as legal retention 

obligations exist or legal claims are asserted, exercised, or defended. 

2.8 Cookies and Tracking 

The DIRO itself does not currently use cookies or independent tracking technologies. However, the 

hosting infrastructure of Interaction Partners may collect technical log data (e.g., server log files 

with IP address, date, time, URL, status code) in order to: 

• to ensure system security and stability, 

• to detect and fend off attacks, and 

• to analyze technical errors. 

These log data are not used to identify you for marketing or profiling purposes. 
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2.9 Data security 

Interaction Partners and BKW implement appropriate technical and organizational measures to pro-

tect your data from loss, misuse, unauthorized access, or unauthorized alteration. These include, 

in particular: 

• Access restrictions based on the need-to-know principle, 

• encryption during transmission according to the state of the art, 

• regular security and functionality checks, and 

• hosting on servers in Switzerland with high security standards. 

 Rights of the data subjects 

Insofar as data protection law is applicable, you are entitled – subject to the statutory requirements 

– to the following rights in particular: 

• Information (Art. 15 GDPR; Art. 25 FADP) about the personal data concerning you, 

• Correction (Art. 16 GDPR; Art. 32 FADP) of incorrect or incomplete data, 

• Deletion (Art. 17 GDPR; Art. 32 FADP) ("Right to be Forgotten"), 

• Restriction of processing (Art. 18 GDPR; Art. 32 FADP), 

• Data portability (Art. 20 GDPR; Art. 28 FADP), 

• Objection to processing based on legitimate interests (Art. 21 GDPR; Art. 30 or Art. 32 FADP), 

• Revocation of granted consents with effect for the future (Art. 7 para. 3 GDPR). 

To exercise these rights, you can contact BKW or Interaction Partners using the contact details 

provided in this privacy notice. Furthermore, you have the right to lodge a complaint with a com-

petent data protection supervisory authority, particularly in the Member State of your habitual 

residence, your workplace, or the place of the alleged infringement. 

 No automatic decision-making with legal effect 

No decisions are made via DIRO that have an effect on you or significantly affect you in a similar 

way (Art. 22 GDPR; Art. 21 DSG). It is purely an informational and communication offering without 

legal binding. 

 Relationship to other data protection notices of BKW 

These specific data protection notices for the DIRO service apply in addition to the general data 

protection information and terms of use of the BKW website. For further data processing – partic-

ularly in connection with your shareholder relationship or other contractual relationships – the 

respective applicable data protection notices of BKW apply. 

 Änderungen dieser Nutzungsbedingungen und Datenschutzhinweise 

BKW reserves the right to adjust these terms of use and data protection notices at any time, 

particularly in the event of changes to the service, the underlying technologies, or the applicable 

legal situation. The version published on the BKW website is always authoritative. 
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